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April 41, 2024
Security Notice CVE-2024-3094

XZ LZMA Vulnerability
Dear Sir or Madam,

KARL STORZ is aware of and currently monitoring the XZ LZMA Vulnerability (CVE-2024-3094). This
vulnerability was announced on March 29", 2024. For the moment we can confirm that KARL STORZ
or our customers are not harmed in any way. Certainly, we will keep monitoring and investigating that
important matter and will keep you informed.

For the moment, we can assure you that all KARL STORZ medical products, non-medical product or
their accompanying infrastructure do not utilize the affected version 5.6.0 and 5.6.1 of the library
liblzma.

KARL STORZ always recommends the following steps:

Employ Good Network Hygiene Practices
¢ Ensure data has been backed up and stored according to your individual processes and
disasterrecovery procedures.
e Execute updates to malware protection, where available.

For more information on this CVE, please follow the link below:
https://nvd.nist.gov/vuln/detail/ CVE-2024-3094

If you have questions, please contact your KARL STORZ sales representative, or contact us at the
following address: productsecurity@karlstorz.com.

Hausadresse:

KARL STORZ SE & Co. KG
Dr.-Karl-Storz-StraBe 34
78532 Tuttlingen/Germany
Telefon: +49 7461 708-0
Fax:  +49 7461 708-105
E-Mail: info@karlstorz.com

www.karlstorz.com

Bankverbindungen:

Volksbank Schwarzwald-Donau-Neckar eG
SWIFT: GENO DES1TUT

IBAN: DE97 6439 0130 0000 7720 03
Commerzbank AG Tuttlingen

SWIFT: COBA DE FF 643

IBAN: DE69 6438 0011 0271 3305 00

Kreissparkasse Tuttlingen

SWIFT: SOLA DES 1 TUT

IBAN: DE79 6435 0070 0000 0013 22
Deutsche Bank AG Tuttlingen

SWIFT: DEUT DESS653

IBAN: DEO9 6537 0075 0211 6390 00

Kommanditgesellschaft:

KARL STORZ SE & Co. KG
Dr.-Karl-Storz-StraBe 34

78532 Tuttlingen/Germany

Sitz der Gesellschaft: Tuttlingen
Handelsregister:

Stuttgart HRA 450442
USt.-ID-Nr. DE 142931059

WEEE-Reg.-Nr. DE 74465858

Personlich haftender Gesellschafter:
KARL STORZ Verwaltungs SE
Dr.-Karl-Storz-StraBe 34

78532 Tuttlingen/Germany

Sitz der Gesellschaft: Tuttlingen
Handelsregister: Stuttgart HRB 762524
Geschéftsfiihrender Direktor:
Karl-Christian Storz

Vorsitzende des Verwaltungsrats:
Dr. h. c. mult. Sybill Storz
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1.0 2024-03-30 Initial advisory

Annex | - List of products

Article/Model  Product Description

Software Version

Affected by CVE-2024-3094

All All KARL STORZ products

All software versions

Not Affected




